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Fighting Back Against
|dentity Theft and Online Fraud
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Office of Privacy, Information
Protection & Data Security
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Privecy at the IRS

Security and privacy of taxpayer information is
apriority for the IRS.
Through this, we maintain public trust in tax
administration.
— Our mission isto
Ensure security of IRS systems and proper
protection of personal information
Prevent and detect cyber and other
threats/vulnerabilities
Educate on protecting information



|dentity Theft Is a Persistent
Threat to the American Taxpayer

#1 consumer complaint reported to the Federal
Trade Commission for 11 yearsin arow,
accounting for 19% of all complaints.

Javelin’s Identity Fraud Survey estimates 8.1
million victims of |dent_|tP_/ theft inthe U.S. In
2010, at a cost of $37 hillion. :

Incidents related to government benefits are the
most common form, more complex and require
more time and money to detect and resolve.
‘Average’ victim spends 141 hours and $2,104
out of pocket to resolve.

Sources. FTC Consumer Sentinel Network Data Book, March
2011; Javelin Strategy 2011 Identity Fraud Survey Report,
February 2011, Identity Theft Resource Center, Identity Theft:

The Aftermath 2009.
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Committed to Resolving
Taxpayer |dentity Theft

“My overall goal asthe IRS Commissioner is
that when a taxpayer contacts us with an issue
or concern, we have in place a seamless process
that gets the issue resolved promptly.

From the perspective of an identity theft victim,
that means when the taxpayer calls the IRS that
% they reach someone who Is knowledgeable on
the Issue and who is able to take care of the
problem quickly and permanently.”
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Douglas H. Shulman, Commissioner, IRS
Senate Finance Committee
April 10, 2008




ldentity Theft Can Impact Taxes

Scenario 1: Refund-Redated Crime

|dentity thief uses a stolen SSN to file forged tax
return and obtain arefund early in the filing season.
Owner of the SSN will be unaware until he files and
the IRS discovers two returns filed using the same
SSN.

If an electronic return isrejected, it may be because
an identity thief has already filed a fraudulent return.

if‘ ’ Scenario 2. Employment-Related Crime

|dentity thief uses a stolen SSN to obtain
employment. The IRS will receive aW-2 or a Form
1099 from the employer reporting income on the
account of the rightful owner of the SSN.
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What 1sthe IRS Doing?

Placing identity theft indicator s on taxpayer
accounts to track and manage identity theft
Incidents.

Notifying taxpayer s when they are victims of
Identity theft impacting their tax account.

Assisting taxpayers who are victims of identity

R theft. Theldentity Protection Specialized Unit

¥ ’ was established as the central point of contact for

taxpayers who had their identity stolen.

Using businessfiltersto analyze returns filed on
Identity theft victim accounts designed to accept
legitimate returns and reject false returns.
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|dentity Theft Indicators
What do the identity theft indicators do?

They prevent victims from facing the
same problems every year .
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—ldentify and track tax related identity
theft problems.

—Distinguish legitimate from fraudul ent
returns

—M easure the problem, monitor victims'
accounts and devel op processes to resolve
problems.
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|dentity Theft Indicators

What else do the identity theft indicators do?

Reflect different types of identity theft
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—Refund-related identity theft.
—Employment-related identity theft.
—No filing requirement.

—Lost my wallet.
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Taxpayer Accounts
Marked with Indicators

Number of taxpayers accounts marked with
an identity theft indicator has significantly
Increased over the |ast three years.

200,000 7

150,000+

100,000

50,000 1

0

2009



When the IRS
Indicator on
notification
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Ol Notifying |dentity Theft Victims

nlaces an identity theft
aVvictim’s account, a

etter 1s sent to them.

Notification letter provides the following:
— Information on the incident

— Statement that the taxpayers account has
been reviewed, adjusted and resolved

— Additional information on how to
protect themselves

— Toll free number to contact the IRS if
victims have questions or concerns



IPIMUONDN Y]

-
S
=
=
=

|dentity Protection
Specialized Unit

The | PSU is staffed with specialists in tax-related
Identity theft. IPSU staff assist callersin
resolving identity theft issues.

— Available 800-908-4490, Monday—Friday, 8
AM — 8 PM local time, for taxpayersto talk to
|PSU staff when their tax account is affected
by identity theft

— Taxpayers can self-report they are victims of
Identity theft before It Impacts their tax
account

— Taxpayers can submit documentation to
substantiate their identity and verify they are a
victim of identity theft using the IRS identity
theft affidavit (IRS Form 14039)
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Tax Return Review

|dentity theft indicators direct tax returns
through a series of filters.

—Tax returnsfiled using the victim’s
SSN pass through filters to ensure only
legitimate returns are processed

— Questionable returns are reviewed to
determine legitimacy, and rejected if
fraudulent
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Committed to Protecting
Taxpayer Privacy

The IRS is reducing the use of Social
Security numbers to protect the privacy of
taxpayers.
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—Test Two Dimensional (2D) Barcoding
technology to encode the SSN on
taxpayer notices.

—Pilot in mid-2011 masks the SSN on 13
notices, Impacting 11 million outgoing
notices.




|dentity Theft Resources

Go to IRS.gov, keyword ‘ identity theft’
|RS works closely with other organizations:

—Federal Trade Commission —the lead
Federal agency on identity theft. Y ou can
file an identity theft complaint online
with them.

—OnGuard Online — Joint government
site maintained by FTC, IRS, the Social
Security Administration and othersto
help consumers with identity theft issues.

—ldentity Theft Resource Center —
Nonprofit, national organization
dedicated exclusively to understanding
and prevention of identity theft.
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What I1s the Mission of
Office of Online Fraud
and Data Protection?

IPIMUOLIDN Y

“To reduce online fraud against the IRS
and taxpayers by working closely with
public, private and international
stakeholders.”
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What does OFDP investigate?

Sitesthat...
— Falsaly purport to be the IRS

— Falsely purport to be an authorized agent
or partner of the IRS

— Falsely assert to conduct business on

pehalf of the IRS

¥, — Falsely claim to be an authorized
Electronic Return Originator (ERO) for

the purposes of fraudulently obtaining tax

return information, and/or

4 — Unlawfully display or misuse IRSlogosin
.~ violation of Title 31, U.S.C, 8§ 333
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Why Is OFDP doing this?

The manner in which the IRS handles
phisning is a key factor in the continued
success of e-Gov Initiatives.

Asthe IRS continues to modernize its
Infrastructure, any loss of taxpayer
confidence undermines this strategy and
ItS Investments.
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OFDP Responsibilities

Online Scams (Occur entirely online)
— IRS-related phishing websites and
malware
— Fake e-file/unauthorized e-file sites
— Misrepresentation online: misuse of IRS
logo and e-file provider graphic
, Offline Scams (‘ Online receipt, offline
€4 response)
—Vishing (voice + phishing)
—E-mall
* |[nvestment scams
» Advance Fee Fraud (‘ Funds Transfer’,
L ottery)
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How does OFDP mitigate?

OFDP contacts registrar, registrant,
hosting provider, free e-mail provider, or
the telecommunications provider to have:

—Domains de-registered

— Content removed

— E-mail addresses suspended
— Fax numbers disabled
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OFDP summary stats:
Phishing, vishing and e-mail

Phishing
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Phishing

Fake |RS websites advertised through e-
maills that include links to malicious URLS

and/or attachments
Phishtank listed the IRS as#5 in thair list of
targeted brands for calendar year 2010.
Beginning in September 2009 and into 2010
alarge-scale, botnet-driven malware
campaign (Avalanche/Zeus) targeted the
|IRS as well as financial institutions

— 2005-2008 = ~4000 incidents,

— 2009 = ~5000 (~4100 were botnet-
related)
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4Ol | RS phishing statistics: 2005-11
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Fraudul ent/unauthorized e-file

Sites appear to be legitimate e-file sites,
but they harvest avictim’s tax
Information

File victim’ s return, then collect refund
— Problem was all but eliminated in
2009

— To date no new incidents have
been identified
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An-Frep.com

i i

| Home Staf Y Fetun torms supported

Tt's fast, it's easy,
it's simply the best way to file...

ABOUT FREE FILE FREE REFUND CALCULATION

wevene
S

SUBMIT

The speed, accuracy, and convenience of computers allow e-filed retums to be processed faster and more accurately than paper returns. You can e-file your return
from hame or through a tax professional using an authorized software package anytime of the day or night.

Prepare your 2005,2006,cr 2007 tax retum online
We provide you with expert advice and free live support. Whatever your tax situation, customer satisfaction is our

#1 priority. You can file late at HR-Prep.com.

IPIMUOIIDN] ST

Do you Owe the IRS?
We realize that being past due on your taxes may make you feel uneasy. Have peace of mind and prepare an IRS
INSTALLMENT PLAN online. You can also have a tax professional review your return and if needed, represent

you before the IRS.

Are You Getting a Refund?
The U.S. Treasury still has billions of dollars of unclaimed tax refunds. Prepare your return today to uncover how
much is waiting for you. If you are getting a refund, you are usually still required to file a tax return. Let us help you get this done quickly and file your past
year tax return online.

Did you need a copy of your prior year (2002 - 2007) tax return or a supplemental form (W2, 1039-R) that was already filed with the IRS?

If you filed your prior or current year tax return, you can request the IRS ranscripts of your tax return, W2, or 10%9-R and receive it on the SAME
BUSINESS DAY (if requested before 3 PM EST).

Completing the request only takes 5 minutes, and the IRS authorized transcripts are good for Mortgages, Student Loans, Legal Documentation, etc.

START A NEW RETURN CONTINUE YOUR RETURN CHECK E-FILE STATUS

Your Federal tax return s You do nat have fo complete your Receve a refund in about half the
guaranteed accurate. Easy fo use, entire retumn at one time. You can time as a paper filer with e-file!
user-friendly interface. start your return, stop and come . ——

Free federal e-file back as many times as you need to S

$9.95 optional state retum finish your retum.

(@ more infarmatian (@ mom infarmation

D> e P

Home | Start your return |

Cortact

Forms suppoirted

Tat services | FAQ

Privacy poliy
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M srepresentation

Companies that display an e-file logo and
are not registered e-filers

Group pages created on Facebook
purporting to be affiliated with the IRS
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Fraudulent |RS Facebook site
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Vishing
Recipients include individualsin the U.S.
and abroad.

Approximately 20 — 30 a month

OFDP has disabled some 400 numbers
since early 2009

Sent one of two ways. direct fax or via e-
malil

W8-BEN most popular IRS form *‘ faked
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28l | RS vishing statistics: 2009-11
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Internal Revenue Service IRS.gov
DEPARTMENT OF THE TREASURY )

Y17

JULY, 2010

THE ACCOUNT HOLDER'(S)

Our records indicate that you are a non-resident alien. As a result, yon are exempted from United
States of America Tax reporting and withholdings on interest paid on your account and other
financial dealing to protect vour exemption from tax on vour account and other finamcial benefit in

rectifying your exemption status.

T'herefore, vou are to authenticate the following by completing form W-SBEN, and return to us as
coom s posible dhrough the fax murober N DS A

If you are a USA Citizen and resident, please indicate “USA Citizen/Resident™ on the form and retum
it to us. We shall also update vour record as the law permits us.

IPIMUOIIDN] ST

When completing form W-SBEN, please follow the steps below

| We need you to provide your permanent address if different from the current mailing address
on your Form W-SBEN ., vou must indicate if a non-USA resident, your country of origin to support
your non-resident status (il your bank account or other financial dealing has a USA address for

mailing purpose).

r If any joint account holder are now USA residents or Citizen, or in any way subject to USA tax
reporting laws, Please check the box in this section

3 Please have all account holders, sign and date the form separately and fax it to the above-
mentioned num ber.

Flease, complete Form W-SBEN “attached”™ and retuwrn to us within 1 (one) week from the receipt of
this letter by faxing it, to enable us update your records immediately if your account or any other
financial benefits are not rectified in a timely manner, it will be subject to USA tax reporting and back

[ | e | L1

BlarRiramng E 24 LS B ai] (M) LR hIN]
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APWG Fax Cover Sheet
WARNING!

The Fax Number You Dialed
Connected to a Scam!

You may have gotten this fax number directly via fax or
from an email, text, or voicemail message.

No matter how real il seemed, it was a irick.

It's called “phishing,” becanse scammers
fish for information about you o your
financial accounts. Once scammers
have it, they wse it to commit identity
theft or fraund.

If you're concerned aboul your accounts,
contact your financdial institutions using
information from your billing statement.

Learn how to protect yourself against phishing and identity theft at
OnGuardOnline.gov, a website created by the Federal Trade Commission

Tolearn more and see examples of fax scams please visit
hitp:/ fensrwe. antiphshing. orgfresources.himi#advice

Report Fax Phishing

If your ame locatad outside of
a complain =
hittpe/ fansews. e c onsumer. gov

mmunicated with b
prarantee al you ha

www.anliphishing.org

OFDP worked
with APWG to
develop thisfax
cover sheet.
Individuals are
provided URLS
to submit
complaints that
feed ‘FTC's
Consumer
Sentinel’ portal.

Source: http://education.apwg.org/faxback/index.html
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E-mail scams

Upwards of 30 a month

OFDP has disabled more than 400 e-mail
addresses since 06/2009

OFDP began tracking the number and types of
Incidents after identifying scams that used the
name of Treasury Secretary and other well-
known government authorities

Our tracking evolved into counting any vishing or
other scam using e-mail addresses linked to the
|IRS/Treasury
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‘Funds Transfer’ / Lottery

Basic advance fee scam

Conducted viae-mail using different IRS
bureaus

Perpetrators use free e-mail service
providers to constantly refresh this scam
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Funds Transfer / Lottery
G IRS qov e aghc AttemPtlng

NEW YORL (Harlemn). 55 W. 125% Monday — Friday 8:30 am. 4:30 pm tO Con
TEL/FAX: Emadl: usairsrev : pot entl al
O REE: TS(IRS(NC-2010. DATE: 30" JUNE 2010.
VI C'[I ms and
SR b CEaIIICRE _Jl'lll'il- Pemk:

Accon FUIEIE S he oW BTR D potosr and BYE S O8N yONN e 01 bask docma it
Ao o Tapane 1AL rtece Dok 1 BTEG
oot of Tar Fmrl::‘-Tm opt ik uall 1.31“'”‘1 VETyR A 3l e e pas @ ak OW

IPIMUOIIDN] ST

lltln i Chaves © i aioo Lt mattn o prmen t
He o wmth o Eparing Fomm 2290 (He 2y Ve ok Lse Tar
Mg eal S5 ktance v 1 150 gnages Tanclaed f I S

Lk & Bl R
Precadinm |l uie £ & r ar O

Pamnent Payme ptAraegemsnt
Solitbes © Taw lsswes

Tas Fomnt hasedon aalkb ) nn -
Tan Law Ascbtance aawd wen bl d ©yon hdeteal Feoe ral Ta Beatans - e & I On
iDe talk s
Taqpae (ke V0N Hambe & o ethOdS
- I I l
)

UBRGENT STOP ORDER: p

YOURS EMT}EM;#E X : scamsters
H#ﬂ-ﬂﬂ" tf,ﬁq

iﬂﬂﬂf‘ C?,—, | KLAH I THAT, YOU use the
\L// i name

HE.EQOEEY WHEELEE I nl a.nd

[(DIRECTOR, TWI.ERNLD EEVENTE SERVICEER] . R
avenue

CC:FBI UNITED STATES. § VICE,

CCANTERPOL LOHDON.
CC:BARACKS OBAMA WHITE HOUSEWASHINGTON DC.
CCIANTERNATIONAL FIHANCIAL REGULATORY USA,
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|nvestment scams

Elaborate scams with multiple elements
(such as fake government officers and

websites)

High loss ratio per victim ($2000-
$300,000)

Exclusively foreign victims

OFDP workswith IRS TIGTA/CI, SEC,
and overseas partners to investigate
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oIl Sample of an investment scam

A i =
#,-_r,ign_ Internal Revenue Service
Lirmiawrod STtontes 1l P oporcerncnt OoF the lrcasEury

DATE

ATTENTION

SUBJECT

IPIMUOIIDN] ST

Ta whom it may concam:

This document serves as a verificalion thal s the bensficiary of
represening proceeds from tie retieval of funds fram

s w which will be executed by rwm : m o=
under the Capital Recovery Pregram in accordance with rule 144 under Securiies Ad of 1933,
provided that all requiremments and penalties have been complied with.

Furthemore, at the request of this office is prepared fo assist n
Iranslers of the said funds to thru our recognized banking paringrs.

The United States Department of Treasury Office heraby acknowledges = L

as appainfed agents duly recognized by the Infemal Relenue Service
{IRS]. all assistance will be accorded to the above mentioned parties upon any transfer of funds in abowe
menfioned ransaction.

R 3Er.... T 1" T e T dms. o



o
e
—

IPIMUONDN S|

-
S
=
=
=

Operations

24x7 monitoring of Internet for fraudulent sites

Works with researchers/ industry / government
groups to increase detection and response
capabilities

Incident Tracking of mailbox,
phishing@irs.gov, for reports of websites, e-
mails, and/or phone numbersinvolved in IRS-
related phishing
— Every incident istracked until

completion



Prevention

Through a series of internal and external
communications OFDP provides resources for
iIndividuals to avoid becoming identity theft
victims, e.g., IRS.gov, Onguardonline.gov.

Working with other Federal agencies through ID

Theft Enforcement Working Group, Cyber
Fraud Working Group, International BOTNET

Task Force, and others.

Advises compromised website owners to use the
APWG redirect message and telcos to use the
APWG Fax Covershest.
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WARNING!

The web page you tried to visit might have bzen trying 10 stea
vour personal information. That page was removed after belng
dentified as 3 "phishing" web page. 4 phishing web page trids
pecple aut of bank account information, passwords and other

~onfidential Informatlon,

Haw You Were Tridked

How to Help Protect Yourself

This emal is from rmy
hak 1t asks me 0
updaz my inmrmatban, [
betbar dick or the link
and updat= it

'&* ﬁ'—"ﬁ §T0M
¢

o Don' £ Rl for

\15 fgz-:.aﬂfﬂf_al.
. E.F .‘%

My Inbox
From: senic e imbamk com

Don'C call compary phone
numbers in emails or Instant
messages. Check & reliable
sowrce sudh 85 a phere book
or cradit card staterment,

Don't tust links in an emeail,

EWTH= ] 1o e @200 cormyUpdats

Mever give aut persoral
information upon emall
raqJest,

riama | Jane zmid |
Credic Cand: 1224 5678
B0 1215

Lradt Card Statement

-:Fl:r CuskOmEer Service
Ecd 1-800 wxs-xwx
]

Dar't open unexpected ema
attachments o Instant

Loak carafully at the wek MAs3ace dewn5ad | ks,

address,

LI I1:Tp:.|'.lmrn'

Sour ce: http://education.apwg.or g/r/en/
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Education

Go to IRS.gov and type the Search term
‘Phishing’. In the search results, select
‘Phishing and E-mail Scams

| /T hen table for recipients of suspicious
|RS communication and other phishing

. attempts

’ Easy to follow table to determine how to

route suspicious communications claiming
to be from the IRS
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PIPDS Contact Information

Rebecca Chiaramida, Director

Privacy,
| nformation Protection
& Data Security
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|nternal Revenue Service
1111 Constitution Avenue NW, |R-7052
Washington, D.C. 20224

Privacy @irs.gov
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